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Abstract: Market requirements and the development of 

new technologies require constant improvement of 

business organizations to enable them to ensure 

sustainable development. A significant number of 

companies is not capable of managing its own 
vulnerabilities so in a presence of significant 

disturbances they may dissapera from the market or 

become entities within more capable organizations. 

This paper presents a model of obtaining the weighting 

coefficients of the factors that can be used in the 

evaluation of the overall vulnerability of the 

organization. The model is tested on real data obtained 

from the production sector in Central Serbia. 

Keywords: Organizational vulnerability, risk, genetic 

algorythms 

 

1. INTRODUCTION  
 

As a response to changes in the 

business, in the last decade of the twentieth 

century process approach has emerged 

with multidisciplinary application 

(operating management, system dynamics, 

system modeling). Continiual changes in 

market demand imply high degree of 

organizations adaptability which can be 
achieved through the improvements based 

on the quality [1] and business process 

management [2]. An important part of 

success in business operations is dealing 

with organizational failures that are 

relevant sources of potential for 

breakdown of organizational efficiency 

and may lead to large delays and very 

significant issues. 

The literature often treat the 

management of organizational 
vulnerability as part of the organizational 

resilience [3], although the relationship 

between organizational resilience and 

vulnerability is treated in a variety of areas 
[4] from environmental changes to the 

socio - economic systems [5]. Resilient 

organizations in most cases have the 

ability to recover from disturbances to the 

normal state in a short period of time [6].  

Organizational vulnerability is a 

complex issue due to its nature, so it can 

not easily be accompanied to a simple 

metric. Its complexness make vulnerability 

hard to quantify. Even harder is to define a 

unique threshold of risk, danger or damage 
to the organization as a whole. Similarly, 

the extent of resilience is still extremely 

difficult to obtain so mentioned problems 

remain open for further research, 

particularly in organizational science [7]. 

The main objective of this paper is 

introduction of a model oriented to 

assessment of coefficient weights of risk 

factors during an assessment of overall 

organizational vulnerability. 

This paper is organized in the 

following way: in Section 2 the literature 
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review is given, in Section 3 modeling of 

uncertainties are presented, in Section 4 an 

illustrative example is given and 

conclusions are presented in Section 5. 

 

 

2. LITERATURE REVIEW  
 

2.1 Basic assumptions 

The basis for organizational 

vulnerability assessment can be described 

as mapping related factors which are allied 

to the different science fields, for example 

in ecology where generally accepted 

definition of vulnerability is presented as a 

multidimensional concept.  
Practice suggest that it is not sufficient 

to have a draft plan that provides scenarios 

for disaster or emergency. From the 

business perspective, organizations need to 

be engaged in a systematic process of 

prevention, preparedness, mitigation, 

response, recovery and business 

continuity. Organizational threats and risks 

require direct facing in the scope of a 

business process and dynamic and 

interactive relationship. The goal of named 

activities is to ensure the continuity of the 
business processes of an organization, 

during and after major crisis events. 

Managing of vulnerability as well as 

organizational resilience may be seen as a 

significant part of the corporate strategy in 

many leading companies on a global scale 

[8]. During the strategy implementation, in 

many cases, the most used technology is 

information and communication 

technology (ICT) which has big influence 

on business operations and capability, 
organizational capability and core 

capabilities. Other technologies and 

resources may also be valuable for 

organizations. Trends of management 

bring together different approaches in 

achieving of sustainable development and 

social–ecological resilience [9]. Analysis 

of the organizations sustainability 

emphasize importance of carrying out an 

evaluation in natural resource 

management. 

Number of studies in areas of weight 

optimizes, which use as genetic algorithm 

(GA) as optimization method, is large. It is 

possible to determine the weight values 

using GA to classify clients in the 

insurance sector [10]. GA is used to 
optimize weighting factors of due-data 

[11]. Determination of characteristics and 

weights in other artificial intelligence 

algorithms such as inductive learning and 

linear regression, was successfully done by 

GA [12]. To optimize the weighting 

factors GA method can be used in market 

segmentation [13]. Optimization of key 

performance indicators and quality of 

strategy process [14], is the nearest to the 

optimization of weight values of 

composite factors of organization 
vulnerability. For this reason, we have 

adopted this model to determine the 

optimal weight values of organization 

vulnerability. 

 

 

3. MODELING OF 

UNCERTAINTIES 
 

In this paper, authors proposed a 

model of artificial intelligence (based on 

GA) to determine the weight values of 

vulnerability composite factors. Genetic 

algorithms are one of stochastic search 

techniques, which can easily search the 

large and complex search space. GA 

method has a biological background, based 

on genetic and evolutionary principles. In 
particular, GA are suitable for parametric 

optmizaciju problems, which have the 

objective function, which is the subject of 

various hard and soft constraints. GA 

basically explores the complex space in 

adaptive manner, and it is guided by 

evolution biological processes of selection, 

crossover and mutation. This algorithm 

uses natural selection - survival of the 

fittest - in order to reach the optimal 

solution. The criteria for determining the 
optimal weight values are maximization of 
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sum and minimization of variance of all 

values of vulnerability factors [14]. Grade 

values of vulnerability factors, ranging 

from 1 to 10, for determination of sum and 

variance, are obtained on the basis of the 

survey. The survey is forwarded to the top 

management of a number of 
manufacturing organizations, belonging to 

different industrial sectors, grouped by size 

and cost (cost groups were obtained by 

ABC method). 

The objective function which is the 

sum of grade values of indicators can be 

expressed by the formula: 

 

 

 
 

The second objective function to be 

met in order to obtain optimal values of 

vulnerabilitiy factor weights is to find the 

minimum variance, which will lead to less 

scattering of the values vulnerabilitiy 

factor weights. 

The objective function has the 

following form: 
 

 

 
 

wherein: 

 p – ordinal number of the 

vulnerabilitiy factor weights, 

 q – the total number of vulnerabilitiy 

factor weights, 

 ap – weighted value to be determined 

on the basis of the target function, 

 i – ordinal number of organizations, 

 n – total number of organizations, 

 j – denotes the organization sector,  
 s – the total number of the 

organization sectors, 

 k – indicates the size of the 

organizations, 

 m – the total number of different 

organization sizes, 

 h – mark of organization belongines to 

a particular cost group, 

 l – the total number of cost groups, 

 wij – a weight that is related to the 

organization sector, 

 wijk – weight value which relates to 

the size of the organization, 
 wijkh – a weight that is related to the 

organization cost group, 

 ri
p – weight rating of vulnerabilitiy 

factor p, for the appropriate organization i. 

The main objective of the 

optimization is to determine the value of ap 

multi-objective optimization of functions 

(1) and (2) with GA in Matlab 

environment. Both objective functions are 

defined separately, with respect to the 

conditions: 

 

 

 

Determining optimal weight values 

will lead to the identification and possible 

corrections of vulnerabilitiy factors 

 
 

4. ILUSTRATIVE EXAMPLE 
 

Defining a methodology for 

vulnerability assessment implies a need for 

an adequate assessment model. That model 

has to fulfill the demands of real business 

issues and has to be supported by adequate 

mathematical description of vulnerability 
sources. On the organization level, coping 

with vulnerability and achieving resilience 

result from processes dynamics which 

create and retain resources [15]. That 

dynamics may be described in the scope of 

internal and external resources [16]. 

Aspects of an organization’s internal 

context when it comes to design of a 

framework for managing risk  include 

(ISO 31000:2009), but are not limited to: 

1) the capabilities, understood in 

terms of resources and knowledge 
(e.g. capital, time, people, 

processes, systems and 

technologies); 
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2) information systems, information 

flows, and decision making 

processes (both formal and 

informal); 

3) internal stakeholders; 

4) policies, objectives, and the 

strategies that are in place to 
achieve them; 

5) perceptions, values and culture; 

6) standards and reference models 

adopted by the organization; and 

7) structures (e.g. governance, roles 

and accountabilities). 

Potential incidents may arise from the 

mentioned sources. Having in mind that, 

vulnerability of an organization need to be 

analyzed according to potential scenarios 

that may occur. Sources of vulnerability 

are denoted as vulnerability factors in the 
proposed model and their weights are 

defined in next section. 

To determine the optimum weight 

values Matlab GA toolbox - program was 

used (17). Parameters of GA method had 

the following values: 

 the population composed of 200 

individuals, 

 selection function is stochastic 

uniform already existing in 

MatLab, 

 mutational function is dependent 

on the constraints, the mutation 

rate was 0.1, 

 crossesover in this model is 

scattered crossesover function, 

with the rate of crossing of 0.8, 

 stopping condition of the 

algorithm is 250 generations. 

The survey was sent to the address of 

top management of 50 manufacturing 

organizations (of which the n = 32 sent 
their responses) from the sector of the 

production and the food industry (s=2), 

divided by the size of the SMEs (m=2), 

and based on the production costs by the 

ABC method (l=3). Survey were given 

marks for (q=7) vulnerabilitiy factor 

values. 

In the Table 1 values for factor 

weights are given, which are used in the 

illustrative example. 

 

Table 1 - The values of the weighting 

factors 

Sector 
weights 

(wij) 

Size of 
organization 

(wijk) 

ABC 
classification 

(wijkh) 

Production 

industry 

(0.6) 

Small (0.45) A group 

(0.5) 

Food 
industry 

(0.4) 

Medium 
(0.55) 

B group 
(0.3) 

  C group 

(0.2) 

 

The objective function for the 

illustrative example has the following 
form: 

 

 

=  

 

and constraint given in the equations three 

has the following form: 

                         (6) 

After the execution of the 

optimization process obtained 

vulnerabilitiy factor weights values are 

shown in Table 2 and Figure 1. 
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Table 2 - Vulnerabilitiy factor (V. f.) weights values 

 
V. f. 1 V. f. 12 V. f. 13 V. f. 14 

Value 0.174744 0.460511 0.130607 0.234695 

 
V. f. 15 V. f. 16 V. f. 17 

 
Value 0.174744 0.460511 0.130607 

 

Figure 1 - Vulnerabilitiy factor weights values 

 

The treated group of organizations has 

recognoized: 

1) capabilities, understood in terms 

of resources and knowledge,  

2) internal stakeholders, and  

3) structures (e.g. governance, roles 

and accountabilities) 

as the most significant factors when 
organizational vulnerability should be 

assessed. Vulnerability assessment 

represent the activity preceding to the 

assessment of organizational resilience. 

After named assessments, the management 

team should define measures to decrease 

organizational vulnerability and enhance 

organizational resilience. 

 

 

 

5. CONCLUSION 
 

Having in mind the demands of 

customers around the world and the 

consequences of the economic crisis, the 

need for vulnerability assessment of the 
organization attracts significant 

importance. In that manner, organizations 

need to be engaged in a comprehensive 

and systematic process of prevention, 

preparedness, mitigation, response and 

recovery, and business continuity. 

Amongst identified issues in the field 

of organizational vulnerability assessment, 

weightening of risk sources represents 

very important task. This paper stands for 

opinion that a solution which is obtained in 
an exact manner is less burdened by the 

subjective views of decision makers and 
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therefore is more accurate. 

The proposed model is based on GA 

approach and it is oriented to assessment 

of coefficient weights of risk factors 

during an assessment of overall 

organizational vulnerability. The model 

has been tested on real data in the 
framework of illustrative examples. 

The management team can quickly 

take appropriate management actions 

which should decrease the overall 

organizational vulnerability. 

Constraints of the proposed model are 

determined by the economy sector of 

treated organizations, their size and 

production costs. In that manner future 

research will be oriented to the definition 
of model that will test different types of 

organizations. 
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