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Abstract: Theoretical fundamentals of dynamic fault tree 

analysis and advances of its using relative to standard FTA 

have been explained in this paper. It's explained dynamic 

gates, showed their marks and behaviour models based on 

which gives us probabilistic models of dynamic gates. In 

second part, the example of using dynamic fault tree analysis 

for lawnmower system on remote controlis given. 
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1. INTRODUCTION 
 

Dynamic fault tree analysis-DFTA, 

represents an expanded version of fault tree 

analysis. Relative to a classic fault tree 

analysis-FTA is different after introducing 

dynamic gates. Rohit Gulatihas innovated 

dynamic gates in his work in 1996 [1]. Later, 

upgraded version of DFTA method has come 

into use on University of Virginia 1998 and on 

University of Piedmont 2006. 

Conventional or static fault tree analysis is 

not appropriate for modelling systems when 

there is no strong relation among components. 

Classical FTA relies on a hypothesis that 

components are independent of each other, but 

this hypothesis is very restrictive, and it can 

lead to unrealistic analysis of a system which 

has complicated relations [1]. 

Dynamic fault tree analysis method has 

several different elements: basic events, static 

gates (AND, OR and K/M gates) and dynamic 

gates [2]. Defining additional gates in DFTA 

enables analysis of behaviour and interaction 

among elements of a composite system, and 

this makes dynamic analysis more advanced 

than standard FTA. During forming a dynamic 

fault tree three main dynamic gates: spare gate, 

functional dependency gate and priority gate 

(PAND) are commonly used. 

There are numerous possibilities for using 

dynamic analysis with different methods, for 

example, with Markov chains [3-6]. Importance 

of this method has been reflected because many 

software companies are developing specialized 

software for fault tree analysis and dynamic 

fault tree analysis [7]. 

2. DYNAMIC GATES 
 

Graphical display and explanations of 

most commonly used dynamic gates are given 

in Table 1. Spare gate has one main and one or 

several alternative (reserve) inputs. When a 

primary input event fails, reserve input replaces 

it. Spare gate produces output when primary 

and all spare events fail. 

There are several types of spare gates: cold 

gates (CSP), warm gates (WSP) and hot gates 

(HSP). If value of failure probability of specific 

component is equal to λ, in case when 

component works as spare, value of failure 

probability is αλ. If α=0, gate is cold (CSP) and 

it cannot failure in inactive (dormant) state. If 

α=1 gate is hot (HSP). In other cases 0<α<1 

gate is warm (WSP). 

Functional dependency gate FDEP 

consists of trigger events (basic events or 

output from some logical gate) and dependent 

events. All dependent events rely on a trigger 

event. When a trigger event happens, all 

dependent events have to happen [8]. Output of 

a gate FDEP is not taking into account in 

calculation of failure probability. 

Priority gate (PAND) has two inputs, A 

and B, and both can be basic events or outputs 

of other logical gates. PAND gate fails if all 

input components fail in the agreed row. 

Graphical display of a logical gate most often 

used is represented from left to right in Table 1. 

Some authors are citing fourth gate, 

sequent, which has output if all components fail 

in the agreed row, and it is considered a 

subgroup of priority gates. 
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Table 1.  Dynamic gates 

Dynamic 

gate 

Information about 

input event 
Criterion of the failure Mark 

Spare gate 

Spare gate has one 

main input and 

several spare 

entrances. 

When failure of main 

component happens, first 

alternative component starts 

working, after failure of all 

inputs, gate will have output. 

 

Functional 

dependency 

gate 

FDEP consists of 

trigger event and 

dependent events 

If a trigger event happens, all 

dependent events will be 

happened, and gate will have 

output. 

 

Priority gate 

PAND 

Gate has two inputs, 

A and B, which can 

be basic events or 

outputs of other 

logical gates. 

Gate has output if both 

events, A and B, happened, A 

before B. 

 

Sequent gate 

SEQ 

Sequent gate has 

more inputs. 

Gate has output if all inputs 

happen in agreed turn. 

 

 

 

3. TIME OPERATORS 
 

There are three types of time operators 

which are used to defined order of appearances 

of events in dynamic gates. Those are [9]: 

 Non-inclusive BEFORE with symbol <, 

 SIMULTANEOUS with symbol ∆ and  

 Inclusive BEFORE with symbol ≤. 

For operator non-inclusive BEFORE is 

valid: 

𝑑(𝑎 < 𝑏) = {

𝑑(𝑎) 𝑖𝑓𝑑(𝑎) < 𝑑(𝑏)

+∞ 𝑖𝑓 𝑑(𝑎) = 𝑑(𝑏) 

+∞ 𝑖𝑓 𝑑(𝑎) > 𝑑(𝑏).
   (1) 

Definition of operator simultaneous is 

based on time appearances events a and b and 

is: 

𝑑(𝑎𝛥𝑏) = {

+∞ 𝑖𝑓𝑑(𝑎) < 𝑑(𝑏)

𝑑(𝑎)𝑖𝑓𝑑(𝑎) = 𝑑(𝑏)

+∞ 𝑖𝑓𝑑(𝑎) > 𝑑(𝑏).
           (2) 

For any two basic statistical events, which 

has continuous distribution of work time to 

cancellation, applies: aΔb=⊥, i.e., according to 

theory it is not possible that two statistical 

independent events happen at the same time. 

For operator inclusive BEFORE is valid 

𝑎 ≤ 𝑏 = 𝑎 < 𝑏 + 𝑎𝛥𝑏, i.e.: 

𝑑(𝑎 ≤ 𝑏) = {

𝑑(𝑎) 𝑖𝑓𝑑(𝑎) < 𝑑(𝑏)

𝑑(𝑎) 𝑖𝑓𝑑(𝑎) = 𝑑(𝑏)

+∞ 𝑖𝑓𝑑(𝑎) > 𝑑(𝑏).

       (3) 
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4. BEHAVIOUR MODELS OF 

DYNAMIC GATES 
 

Behaviour models of dynamic gates, i.e. 

order of potential element failures is described 

using time operators. Priority gates with two 

inputs A and B is shown in Figure 1. 

Behaviour model of a gate from Figure 1 

is described by equation [10]: 

𝑄 = (𝐴 ∙ 𝐵) ∙ (𝐴 ≤ 𝐵) = 𝐵 ∙ (𝐴 ≤ 𝐵).  (4) 

 

 
Figure 1 - Priority gate  

 

Functional dependency gate is shown in 

Figure 2. 

 
Figure 2 - Functional dependency gate 

Basic dependent events A and B, from 

Figure 2, can fail for their own reasons or by 

failure of trigger events. When it comes to 

failure of events A and B due to failure of 

trigger events, failure of dependent events is 

denoted as AT and BT, and failures of 

dependent events due to their own causes are 

marked as (A ≤ Т) and (B ≤ Т). 

Behaviour model of functional 

dependency gate is: 

АТ = Т + (А ≤ Т),                           (5) 

ВТ = Т + (В ≤ Т).                           (6) 

Simplified model is: 

АТ = Т + (А ≤ Т) = А + Т,            (7) 

ВТ = Т + (В ≤ Т) = В + Т.            (8) 

When considering the behaviour of spare 

gates it is adopted that there is only one type of 

gate, warm gates, and cold and hot gates will be 

regarded as special cases of the warm gates. 

Spare gate with one spare event is 

displayed in Figure 3.There are two modes for 

series of failures, the [A, B] and [B, A], in a 

series of [A, B], B is failed in an active state 

(Ba), where as in the series of [B, A] is failed in 

the dormant state (Bd). Two marks are used 

because the same component does not have the 

same distribution of operating time to failure in 

the active and inactive (dormant) state. 

 

 
Figure 3 - Spare gate with 2 input events 

 

Behaviour model of the gate with two 

input events can be expressed by the following 

expression: 

𝑄 = 𝐵𝑎 ∙ (𝐴 ≤ 𝐵𝑎) + 𝐴 ∙ (𝐵𝑑 ≤ 𝐴).       (9) 

 

 

5. EXAMPLE OF THE DYNAMIC 

FAULT TREE 
 

As an example of using the dynamic fault 

tree analysis, the remotely controlled lawn 

mower will be analysed. Lawn mower, as a 

technical system, consists of electric motor and 

three subsystems: subsystem for cutting grass, 

subsystem for motion and subsystem for 

manoeuvring. 

The subsystem for cutting grass consists of 

three blades, which using connecting elements 

for attaching to the belt pulley. The drive belt 

pulley is connected to the output shaft of 

electric motor. Appearance of subsystem is 

shown in Figure 4. 
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Figure 4 - Subsystem for cutting grass 

The lawnmower is powered by batteries 

that supply electric motor. Subsystem for 

moving consists of two wheels. The wheels are 

attached to the shaft, which carries gears. 

Gear wheels are further fixed with snail 

gear, which is placed on an output shaft of 

electric motor, and they are drive wheels. Front 

(small) wheel is for manoeuvring. Above it, one 

small electric motor is placed, and the gear is 

mounted on its output shaft, and it is using for 

turning, i.e. for manoeuvring (Figure5). 

The lawnmower is operated by remote 

control. Subsystem for manoeuvring consists 

of: joystick, small wheel, receiver, spare 

receiver and sensor. Spare receiver is necessary 

because of potential failure of main receiver. 

The possibility of failure is higher because the 

lawnmower operates in conditions where 

possible shocks can lead to a possibility of 

failure of sensitive components such as 

electronics. The task of the sensors is that, in 

the case of primary receiver failure, include 

spare one and enable the uninterrupted 

operation of the lawnmower. 

 

 
Figure 5 - Small wheel for manoeuvring 

 

A dynamic fault tree for peak event failure 

of the lawn mower is going to be formed. The 

peak event is going to happen if failure of 

electromotor or any of three subsystems 

occurred. When considering failure of 

lawnmower, interactions between the 

components that belong to different 

subsystems, as well as interdependence 

between subsystems must be taken into 

account. 

Failure of a time belt leads to the failure of 

the blades for cutting grass. Termination of 

work comes due to failure of electric motor or 

output shaft of electric motor, i.e. because 

functional dependence from electric motor, or 

because of belt failure due to wear, teeth 

undercutting or belt pulley failure. 

Blades for cutting grass can fail 

independently from belt transmission due to 

some unpredicted strike (strike on rock while 

cutting grass, or stuck of wet grass, etc.). Blade 

failure does not develop to its own reasons, and 

because of that is shown like a rhombus. 

Failure of a time belt may occur due to belt 

tear, break of belt teeth or belt fall of, which is 

a consequence of fatigue, high burden shear or 

wear. Pulley failure occurs due to wreath break 

due to fatigue, breaking of outer ring, etc. 

Subsystem for moving may fail if a 

fracture of the gear teeth which transfer power 

to the shaft which is carrying wheels happened 

or if a failure of wheels occurs. Failure of 

wheels occurs because of fracture of wheels. 

Relation between following events: fracture of 

gear teeth and failure of wheels is presented 

with functional dependency gate. 

Failure of subsystem for moving occurs if 

a fracture of teeth at the little wheel for 

manoeuvring, failure of a joystick or failure of 

a signal receiver happened. 

This dynamic fault tree represents the 

example of using of a priority gate. Since the 

task of sensor is to, in case of occurring the 

receiver’s failure, turn on the spare receiver, in 

case that sensor fails before a receiver system 

for manoeuvring is going to fail. So, inputs to a 

priority gate must fail in agreed row and then 

gate have output, it is usually from left to right. 

Failure of electromotor causes failure of 

lawn mower, and occurs when failure of battery 

happens or when some mechanical failure of 

motor occurs. These events are presented as 

secondary events because they are not 

developed completely. 

Dynamic fault tree for remote control of 

lawnmower is shown in Figure 6. The 

subsystems for cutting grass and for moving are 

functionally dependent on the failure of 
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electromotor.  

 
 

Figure 6 - Dynamic fault tree for lawnmower 

 

Usage of all three types of dynamic gates 

is presented in this dynamic fault tree. For 

explanation of behaviour of motor and 

subsystem for cutting grass, the functional 

dependency gate and their output are used and 

shown as a dotted line because the functional 

dependency gates have 'dummy output', 

respectively that is not taken into consideration 

at calculation of probability. For explanation of 

subsystem for manoeuvring, using the priority 

gate at reserving of a receiver is shown and on 

the same examples, the use of spare gates is 

illustrated. 

 

 

6. CONCLUSION 
 

Dynamic fault tree analysis provides 

significantly enhanced capabilities for 

modelling of the behaviour of complex systems 

compare to the classical fault tree analysis. 

Usage of dynamic gates enables analysis of 

mechanical systems when between parts or 

subsystem functional dependence at work 

exists, i.e. when there is a strong relation 

between components. New possibilities of 

dynamic fault tree analysis are based on the 

using of new types of gates: functional 

dependency gates (FDEP), priority gate 

(PAND) and spare gate. In the static analysis, 

with use of AND or OR gates, it is impossible 

to present the dependences of failures of 

elements of a system that often exists. Priority 

gate is very important for analysis of complex 

systems where different combinations of 

elements’ failure lead to system failure at a 

different time, as shown in section 5. Modelling 

with using of spare gates is very significant for 

consideration of system failure because of 

introducing active and inactive (dormant) 

states, i.e. real failure analysis of components. 

Based on the processed examples 

presented in this paper and review of the 

literature, can be concluded that for modelling 

of behaviour of complex systems, the dynamic 

fault tree analysis is suitable and required. 
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